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Sadrzaj:

CIA trojstvo

Ko nas zapravo napada?

Socijalni inzenjering - tehnike

Kako se zastiti?

Dva primera iz prakse — Srbija

Dva vodeca svetska strucnjaka iz SE oblasti
Social Engineer Toolkit

Serija u vezi sa tehnikama SE —Mr Robot
Zakljucak
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WANTED

B "T"EXLE. "I BX

Conspiracy to Participate in Racketeering Activity; Bank Fraud; Conspiracy to Violate the
Computer Fraud and Abuse Act; Conspiracy to Violate the Identity Theft and Assumption
Deterrence Act; Aggravated Identity Theft; Conspiracy; Computer Fraud; Wire Fraud; Money
Laundering

EVGENIY MIKHAILOVICH
BOGACHEYV

Multimedia: Images

Aliases:
Yevgeniy Bogachev, Evgeniy Mikhaylovich Bogachev, "lucky12345", "slavik”, "Pollingsoon"

DESCRIPTION

Date(s) of Birth October 28, 1983 Hair: Brown (usually shaves his
Used: head)
Height: Approximately 5'9" Eyes: Brown
Weight: Approximately 180 pounds Sex: Male
NCIC: ‘W890989955 Race: White
Occupation: goliachev works in the Information Technology
eld.

Remarks: Bogachev was last known to reside in Anapa, Russia. He is known to enjoy boating and may travel to
locations along the Black Sea in his boat. He also owns property in Krasnodar, Russia.

FBI lista sajber kriminalaca



http://www.fbi.gov/wanted/cyber
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 War dialing
 War driving

* Phishing

* Dumpster diving
* Shoulder surfing
e Eavesdropping

* Tailgating

* Impersonation

* Road apple

* Mail prevare
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 Tehnika pronalazenja uredaja povezanih na internet
e Zastarela od kada se ne koriste modemi
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* Tehnika koja je vrlo popularna u danasnje vreme
* Voznja autom sa posebnom opremom radi belezenja wi-fi mreza
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* Phishingili u prevodu pecanje jeste upravo to
e Prevara korisnika da bi se doslo do Sifri, PIN brojeva i slicho
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* Preturanje po kontejnerima kako bi se naslo nesto od koristi

* Uglavnom se radi o trazenju papira, diskova, fascikli, uputstava i slicno
10
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Shoulder surfing

'3 .‘,

AR
‘

* Gledanje preko ramena kako bi se V|delo nesto korisno
e Uglavnom korisnicko ime, Sifra, nesto na monitoru...

11
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* Prisluskivanje ali se ne misli samo na obicno vec i na
prisluskivanje prenosa podataka — Wireshark...

12
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Tehnika koja ima za cilj neovlasc¢en ulazak
Bazira se na: pridrzi mi vrata molim te...

13
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* Prerusavanje u nekog drugog (rukovodioca, novog radnika)

e Ovde se uglavnom radi o navodenju coveka na neku akciju y
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e Tehnika koja se bazira na neupucenosti ili nepazniji
* Na parkingu firme ostavljen USB koji zaposleni uzima...

15
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e HOAX — prevare (uglavhom su bezopasne)
SPAM — nepozeljna posta

16
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SE na drustvenim
mrezama

Tehnika novijeg datuma koja se bazira na prikupljanju informacija putem
drustvenih mreza

* Vodite racuna kakve podatke i slike stavljate na mreze a pogotovu slike
porodice ili dece

* Na zZalost slu¢aj male Mase koji se na svu srecu dobro zavrsio to dokazuje
http://www.dnevnik.rs/drustvo/fotke-dece-i-porodice-nisu-za-internet

17


http://www.dnevnik.rs/drustvo/fotke-dece-i-porodice-nisu-za-internet
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Kako se zastiti?

* Edukacija korisnika
* Redovni backup podataka
* Pravilno unistavanje podataka

18
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* Najefikasnija mera zastite od svih vrsta pretnji
* Treba je kontinualno obavljati a na periodicno

19
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 Redovno praviti rezervne kopije bitnih podataka
e System Restore — ne vraca licne podatke i nije zamena

20
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Pravilno unistavanje podataka je bitno

21
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 Naruceno je 3 tone pasulja iz Kameruna
* Vrednost posiljke je oko 28.000€

* Dodatni troskovi zbog angazovanja advokata
2.600€

22



%SECIT

security consulting

* Naruceno je vise stotina vodomera iz Kine
* Vrednost posiljke je oko 40.000€
* Vec dve godine traje sudski proces

23
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* Pionir socijalnog inzenjeringa
* Sajt njegove firme

24


https://www.mitnicksecurity.com/
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Christopher Hadnagy

SOCIAL

ENGINEERING

UNMASKING
me SOCIAES
ENGINEER

The Art of Human Hacking

* Jedan od najvecih strucnjaka u ovoj oblasti
* Njegov sajt

25


http://www.social-engineer.org/
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Social Engineer Toolkit

The Social-Engineer Toolkit is a product of TrustedSec.

INEER TOOLKIT

SOCIAL ENG
\
Visit: https://www.trustedsec.com

Select from the menu:

|__J I:_l i
deafu Thu S

= 1

e 7Zvanican saijt



https://www.trustedsec.com/social-engineer-toolkit

%SECIT

security consulting

* IMDB serije
 Trailer



http://www.imdb.com/title/tt4158110
https://www.youtube.com/watch?v=Ug4fRXGyIak

%SECIT

security consulting

RNIDS

Registar nacionalnog
internet domena Srbue

Kali image arm

. | B A
e XmiIng server Transcend

Putty klijent

Ethemet Power

= SD Card

Audio RCA Video General Purpose /O

www.secitsecurity.com


https://www.offensive-security.com/kali-linux-vmware-arm-image-download/
http://sourceforge.net/projects/xming/
http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html
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Zakljucak

e Edukacija ljudi je kljucna

* Potrebno je koristiti visestruke sisteme
odbrane

* Uvek budite na oprezu
* Nikada ne budite lakoverni

29
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Korisni linkovi:

e http://www.informacija.rs

e http://thehackernews.com

e https://krebsonsecurity.com

e http://www.net-security.org

e http://www.wired.com/security

e http://www.sans.org/reading-room

e http://www.hackread.com/category/hacking-news

* http://iase.disa.mil/stigs/Pages/index.aspx

e http://csrc.nist.gov/publications/PubsSPs.html

e http://ddosattackprotection.org/blog/cyber-security-blogs

30



http://www.informacija.rs/
http://thehackernews.com/
https://krebsonsecurity.com/
http://www.net-security.org/
http://www.wired.com/security
http://www.sans.org/reading-room
http://www.hackread.com/category/hacking-news
http://iase.disa.mil/stigs/Pages/index.aspx
http://csrc.nist.gov/publications/PubsSPs.html
http://ddosattackprotection.org/blog/cyber-security-blogs
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G

HVALA NA
PAZNJI!

Kontakt podaci:
— Mail: ifranc@secitsecurity.com
— Web: http://secitsecurity.com
— Twitter: https://twitter.com/francigorbg
— LinkedIn: https://rs.linkedin.com/in/ifranc

31
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